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2)
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Windows

(MS03-026)

tftp

RPCSS

RPCSS Remote Procedure Call Server Service

UDP69

TCP135

TCP4444
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RPCSS  Administrator RPCSS

MSBLAST
D
2) IP IP
3) windowsupdate.com
MSBLAST

0S
Ping of Death

ping

ping

Ping of Death

IP
1996 0S ping
1P
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( ) 1996 0S
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Telnet FTP

1983 WARGAMES
LAN
Dos
DDoS( DoS)
2001/3/6
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(replay attack)
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LAN
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IP (IP spoofing)

1P
IP
IP
DoS 1P
3.2
IP
APOP
Post
Office Protocol POP POP
POP
POP
Authenticated Post Office Protocol APOP POP
POP APOP

9/30



Windows Becky AL-Mail PostPet APQP

APOP

PKI Public Key Infrastructure

/

1

PKI
SSL Secure Sockets Layer
Web Web HTTP
Internet Explorer  Netscape Web
Web URL https://

SSL Web

SSL

IDS Intrusion Detection System

IDS
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VPN(Virtual Private Network)
IT

Web SSL
Secure Sockets Layer
VPN

VPN Virtual Private Network
VPN VPN
VPN 2 1 Tunneling

VPN IP

TCP/IP
Encapsulation
1
2 VPN
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XXXXXX
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4.2 Web

Web

4-2-1

Web

Web

4-2-2

Web
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4.3 Web

Web

QL

Hidden

Web

4.3.1

4-3-1

.Csv

17/30




HTML  CGI Ccsv

CGl ./data/
./data/
index.html
A
Web
4.3.2 SQL 0S
Web
Web CARD
SQL
01234567
6;delete * from Card 2 SQL
2 SQL
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sanitizing sanitize

HTML
HTML
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SQL R
1 & "0
HTML
4.3.3
Web A
URL
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URL
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ID ID
ID
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ID URL

URL
URL

4.3.4

URL

URL
(Cookie )
Web
HTML
4.3.5 hidden
Web hidden
Web
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hidden

Web
WWw
hidden
hidden
hidden
Web
4.3.6

hidden

hidden

hidden

MSBlast

Web

21/30

HTML



4.3.7 Path Traversal

Perl
#1/usr/bin/perl
#
open FILE, "$PARAMETER{file}.html";
while <FILE> {

print;

}

/etc/passwd%00

/etc/passwd
Path Traversal
/etc/passwd
URL
IPA ISEC

http://www.ipa.go. jp/security/awareness/vendor/programming/

http://www.atmarkit.co. jp/fsecurity/
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5.2
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ISMS

ISMS PDCA
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5 -7 ISMS PDCA

ISMS
1SMS
BS7799  ISMS 400

2004 1

URL

http://ww.kantei.go.jp/jp/it/security/taisaku/guideline.html

http://www.meti.go.jp/kohosys/press/0000831/
1SMS JIPDEC
http://www.isms.jipdec.or.jp/
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